FINGERPRINTING BY RANDOM POLYNOMIALS

by
Michael 0. Rabin

TR-15-81




FINGERPRINTING BY RANDOM POLYNGMIALS

Michael 0. Rabin
Department of Mathematics
The Hebrew University of Jerusalem

ana

Department of Computer Science
Harvard University

Pandomly chosen irreducible polyncmials p(t) ¢ Zz[t] are used fo
“fingerprint" bit-strings. This methed is applied to produce a very
simpie real-time string matching algorithm and a procedure for securing
fi]es against unauthorized changes. The method is provably efficient

and highly reliable for every input.

This research wzs supported in part by NSF Grant MCS-80-12715 at the
University of California at Berkeley.

<




Fingerprinting by Random Pclynomials

by

Michael (. Rabin

1. Introduction

Prime numbers are used in several contexts to yieid efficient random-
ized algorithms for various problems [ 1,4]. In these applications a
randomly chosen prime p 1is used to "fingerprint" a long character-string
by computing the residue ¢f that strfng, viewed as a large integer,
mocdulo p.

This methed requires performing fixed-noint arithmetic on k-pit
integers, where k = [iogz pl, or at least addition/subtraction on such
integers [ 4].

We propose using a randeomly chosen irreducible (primé) polynomial
p(t) ¢ Zz[t] of an apprcoriate small degree k instead cf the orime
integer p. It turns out that it is very easy to effect a random choice
of an irreducible polynomial. The implementation of mod pit) arithmetic
reguires just lengih-k shift registers and the exclusive-or operaticn on
k-bit vectors. These operations are fast, involve simple circuits, and in
VLSI require little chip area.

The applications given here are: a real-time string matching
algorithm; detection cf unauthorized changes in a file. The method ob-
vicusly extends intc other zreas.

Polynoimial mooular computations are used in algebraic errer correction
codes. In these appiicetions one carefully constructs a cpecific poly-
nomial which is designed to facilitate coding and decoding. Under assump-

tion of & randow distripution of all possible arror pattarns, the code



will aetect/correct most occurrences of up to- % errors for some fixed 2.
In the style of [ 5], we turn the tables around and instead of applying a
fixed algorithm to (hopefully) randomly distributed inputs, we construct

a randomizing algorithm which is efficient on every input. By randomizing
the choice of the irreducible polynomial p(t), we obtain a provably
highly dependable and efficient algorithm for every instance of the

string matching problem to be solved; we successfully protect every file
against any deliberate modification, etc. The mathematically provable
efficacy of cur method is of particular significance for this last

apnlication.

2. Counting and Choosing Irreducible Polynomials

Even theugh any degree x can be used, implementatior i: most con-

venient when k s prime. Thus in practice we can use &k =17, 19,...,31,

61, etc.

Lemma 1. Let k be prime. The number of irreducible polynomials

)
Plxd = x" wa (x4 vy e LIk, ds (2% - 2)/k.
Preof. Let GF(Ek} = E be the Galois field with 2k elements. Every

irreducible polyrcmial p{x) ¢ Zz[x] of degree k has exactly X roots

in E, and since 1< k these roots are in E - 7

(]

Let o e £ - Z,* and let 1 < m te the degree of the irreducuble

polynomial alx} = Z,[x] that =~ s

[sUl

tisfies. Then [Z,(0): Z,] =m and
2 2
hence mlk (see [31). Since k {is prime, m = k. I.e., every

o0 f L - Zs is a root of an irraducible polynomial of dearee k.

fhus the set [ - 7, s partitioned intu sets of k  elements,

wherea  each set consists of all roots of an irveducible polynomial

L




fe szx] of degree K, and all such pslynomials are obtaired in this

K

way. It follows that the number of these polynomials is (2 -2)/k. ®

Consider a fixed prime k, 32y k = 31, how do we randomly choose

an irreducible poiynomial t3] + b]t30 + ... € Zz[t]? We shall do this
by caiculating within the field E = GF(Zk) of 2k elements.
L s
To this end we need one irreducible polynomial f(x) = x  + a1xk ‘ +

+ ... ¢ Zz[x}. The elements of E will be the k-tuples =~ = (c],....ck),

C; € 22. The additicn of two elements is component-wise. To find the

product vy+«§, where ¢ = (dl""’dk)’ calculate (in Zz[x]) the

residue

ex tote o (c]xk"] o0t ck)(d]xk'] + ...+ dk) mod f(x);

then <8 = {eT,...,ek}.

Details of how tc computationally impiement the arithmetic of a
finite field can be found in [ 7], where an efficient method for findinag
irreducible polynomials of any degree n 1is also given. We assume that

irreducibie polynomials fz(x), f3(x), von faq{x),..., of small prime

3

degrees are tabulated once and for all.

We shall now effect a random choice of an irreducible polvnomial

p(t) = tg] + ... € Zg[t]. We use the indeterminate t to distinguish

these polynomials from the fixed polynomials fz(x), F3(x}‘,.. . Chooese

. . v : o1 .
randomly an elisment vy= (Ci““’c3]) e GF{2 ) - Ly. Namely, randomly

generate a sequence of 31 bits and if it happers to be (0,0,...,0) or
(O’O,...,O,]) d‘iscand it.

The element v satisfies, by the proof of Lemma 1, a unigue

. . . 2] 30 .

.. i -3 \ - 4 8 . — -
irreducible polynamial p(t) = t7 + byt™ 4+ Lo+ by e ZQLL]. To
3

s . . PG I , . ; .
find it, compute in GF(27') (using ?ol(x}) the powers
2



; 2
YO = (0,...,1), Y, yz,..“, y3]. These are 32 vectors in Zz“] and -

are therefore 1inearly dependent over 22. Hence there exist b.,

b31 € ZZ’ not all 0, so that

30 0
(1) by + by + oo+ by = (0,...,0).

The system (1) of linear equations car be sclved by Gaussian elimination

which is particularly simple over Z,. Now bO must be 1 because the

2
31 30

degree of v over 22 is 31. Thus t7 + bt™ + (.. + b31 is the

irreducible polynomial satisfied by v.

Lemma 2. The above algorithm gives, for a prime degree k, a random
choice with squal probabilities,of an irreducible polynomial bp{tj ¢ Z,[t]

of degree k.

Proof. Let p](t),...,pd(t), d = (2k-2)/k, be an enumeration of all

the different irreducible polynomials of degree k. As in the proof of

k

Lemma 1, GF(27) - Z, = S] Vs, V... US,, where S; consists of the

k roots of p,(t). The rancdomiy chosen vy e GF(Zk

) - 22 has equal
probability of falling within each of the Si, since all these sets have
the same number of elements. Thus with probability 1/d we chose

Y € Si’ in which case p(t) = pi(t).

(3%
.

Arithmetic Moduio pii)

Henceforth, threoughout the rest of this paper, a1l polynomials will

be in Zz[t]. Let p(t) = ko Jltk—] by be a polynomial, nct

necessarily irreducible. For an erbitrary nolynomial glt' denote by

(1) the residuz Pes(g,p) o7 g when divided by p. A residus

mod p(t) s a polynomial c]tk'] + ..+ C

)

m

U

K and will be represented by

DO, EEERE

<>

mnnt S



the bit-vector (c],...,ck). For the small k < 61 which will actually

be used, one or at most two computer words will suffice to store such

vectors.

Let g{t) = xt"! + x,t" 4L+ x . The computation of (t)

can be effected in real-time as the coefficient bits Xp2Xpseoes are resd
i-1

in. Llet g.(t) = x;t * ...+ x5, 1<i<n, so that g{t) = gn(t)
and 9541 = gi't + X541 1 €1 <n-1. Hence
(2) 9541 7 gi't T X470 V<is<n-d,

and w2 can work with residues mod p(t) throughcut.

Now, if r{t) = c]tk'] LR S and X e 22, then

(3) r{t)-t+x = cztk-] oottt c1(b]tk_] * ...t b ),
. kL k-1 | i1 e ) -
since t" = bt * ... +b mod p (recail that b, = -b, in I,).

So that the corresponding vecteor is

(4) (CZ""’Ck’X) + c](b],....bk).

The operation (4) is accomplished by a left-shift of the word CyCpne-Cys
introduction of x or the right, followed by the bit-wise exclusive-or
witn 0Dy by B tne gverflow ¢y is . ATT this ds very fast when
implemented vy k~iength shift registers.

The iteretion {2) is now very rapidly calculated with one or two

oparations for every incoming bit X501
: i
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4. String Matching

Let 7 = x,...X T = JqeeY s XisYs € 00,1} be bit strings. The

n’ m i
string matching problem is to find one or all indices i such that

TV Yy For any such an 1 we say that thé pattern

i+n-1-
matches with the ith substring of length n of the text 1, or more
shortly *that a match occurs. In the style of [6 ] we construct a random-
~ized algorithm which for every 1w and 1 and given 0< ¢ will solve
the string matching problem with prebabiiity of error smaller than e.
Let k be the smallest prime such that k > Wng(nme'1). In all

practical applications k =61 or even k = 31 will be ample, so that

k-bit words wiil fit into cne or at most two vomputer words. Define

1 <1< m-n+l.

! n-1
Y = y_ ¢t ’ e .‘I = .t +, .. FY.
a(t) L N a,(t) Y; i1

Obviously. a match for index 1 is equivalent to af(t) ai(t).

Choose randomly an irreducible poiyromial p(t)v= tk + b1tk']+...+bk.

Denote,as in Section 2, by git) the residue modulo p{t) of the poly-

nomial q{t).

Compute a(t), t"-], ER(t). This is done in real time. If a(t) =
Ei(t) output "match Tor irdex 1." At the ith stage we have stored
alt), "', Ei(t), p(t), i. FEach of the first four is a k-bit word and

i is 3 pointer into the text 1. Compute

- n-1

S U = () ey tN T e e v wod plt).

P]"]\L/ \ﬂ.‘\t) v ,y]-\- F A "V1+n WMoG p\tl

This is donz2 as in Section 2, except that if y, =1 we start by doing en
i F : = n-1

exclusive-or of the words corresponding to ai(u) and t . If

alt) = &, ,(t) then cutput "nmatching for i41." The updating from a,(t)

i

14
te di+](t) requires a fTixed number of operations per text syibol,

i.e., is done in real time.



Theorem 3. For any pattern 7 = Xy %y and”text g
K > 1ogz(nmg'1) then the protability that the above
will produce one or more ervors is smaliar than .
algorithm will discover all actual matches.

Proof. The second assertion is obvious, since a(t)
alt) = E}(t) for every modulus p(t).

Consider the product

(5) H(t) = IT (a(t) - a,{t)).
a(t)fa,(t)

If for a poiynomial p(t) the algorithm cutputs

=Yy Y if
randomized algorithm

Furthermore the

= ai(t) implies

for some i ‘“meilch

for index i" even though there is no match,then we must have aft) = &.(t)

and a(t) # ai(t). Hence p(t) divides H(t), which we write as.

pt) [H{t).

.~

Conversely, if for an irreducitle polyncmial 5(t)!H{t} then p(t)

must divide scme factor a(t) - ai(t) of H(t). But
while aflt) # a;{t), so that if this p(t) is used

produces a wrong output.

Let p](t),...,pg(t) be a list of &1l the irred

of degree k which divide H(t). Ther tneir product

H(t). Consecquently

Fain Y
N
——
O
x
IH
2
4]
02
e
AS
[}
(D]
L2
o
¥
>
po=1

then alt) = a,(t)

in the algorithm it

ycible polynomiais

Pit) also divides

The right hand inequality holds because #H(t) 1is a product of at most

m-n  factors each of degiree at most n. From (6) we have 2 < nm/k.

ihus for every nair w,7 of pattern and text, at nos
polynorial p{t) of degree k will produce an ervor

algorithm,

t nm/k dirrveducible

vhen used in the



By Lemma 1, the total number of ali irreducible polynomials of

4 , k . -1
Te2)jk 277k, Since ko> log,{nme ') we have

degree k is N = {2
N > nma']/k. The probability tnat for a randomly chosen p{t) the
algorithm will produce an error, esquals the number & of-error producing
polynomials divided by the number N of all irreducible polynomials of

degree k. Thus we get

Pr(p(t)|Algorithm produces error) < (nm/k)/(nms"]/k).= €. w

The only pari of the string matching algorithm which is nrot strictiy
real-time is the random choice of p{t) of degree k. Since k =3 ’!og2 m
will give high reliability, the choice of p(t) will involve (3 log, m)z
exclusive-or cperations on k-bit vectors (for the Gaussian elimination), and
is negligibie as compared to the |r| = m steps of the algorithm. Alterra-
tively, one can prepare in advance a 1ist ¢f randomly chosen polynomials
from which pl{t) will be selected in one step. _

I1lustrating Theorem 3, assume that n = !m| = 1000, m = || = 106,
-30

£ =2 Then k = 61 satisfies k > 1ogz(nma-]) so that by using

pelynomials of degree 61, 1d.e., §1-bit words, the probability of error
for every particular pair of pattern/text_is at mest 2'30 “/10'9.

If we are worried abcut errors having probability 10'9 we could use
a Yarger k. I¥, however, we do not want to move to iarger word-length
then we can randomly chonse *two irreducibie poiynomials 91(t), pzft)
of dzgree 61 and run the algorithm twice, eithar in parallel or by irter-
leaving steps, one time with P and another time with D, - Since the
error prebabilities are independent, the probability of a wrong output
is 1078,
The method of computing residuss modulu a polynomial can be combined
with anyone of the aloorithm in [ 4] to produce efficient solutions to the

other pattern matching problems such as twe and highar-dimensional



matching problems, solved there. See [2,5] for non-randomized string

matching algorithms.

5. Protection of Files

We shall use irreducible pelynomials to "fingerprint" files so that

any unauthorized chsnge will be detected with a very high-prcbability.
Furthermore, updating the fingerprint when the file is locally modified
in an authorized change, is very simple.

The method will use a randomly chosen irreducible polynomial p(t)
of an appropriate degrée k (k = 61 will be ample). This polynomial,
actually k-bit word, 1is chosen by tHe guardian of the filing system's
security and will be kept secret. A file F will be fingerprinted and
the fingerprint TF(t), a polynomial of degree k-1, will be securcly
kept by the guardian. To check whether F was tempered with, the file
is again fingerprinted and the current fingerprint ?] is compared with
the stored value F. If F] # T then the guardian knows that the file
was changed without authorization.

The method for updating the fingerprint F when authorized changes
are made is detaiied later on.

The same polynomial p will be employed to fingerprint all the

files F], FZ"" in the system. An arrangement must be made for the

1° F2,.=~ .

fingerprinting and updating computations must be performed securely so

guardian to securely store p, and the fingerprints F The
that none other than the guardian can access p or the TF. In view of
the simple computations involved in the fingerprinting and the small
amount of information requiring secure storage, namely just one word per
file, it is feasibie to construct a spacial purpose "box" for handling
the security check algorithm. The box is attached to the system and the
pages of the file pass through it, but nonc of the sccret numbers ever
leaves the box.

Assume that the file F has m pages P

..,P and that eacn

m-~1

page stores up to n bits. [f P, = x, X define
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PJ.(t) = Xgp b X t 7,

F(t) = py{t) + P ()" + .0+ P ()t

]

Choose randomly an irreducible polynomial p(t) of prime degree k.

Dencie, as before, '5i(t) = res (Pi(t),p(t)), then deg 5% = k-1. As in

Section 2, this P.(t) is very rapidly caiculable. If r(t) = N

then the residue F(t) = res (F(t),p(t)) is given by

The fingerprint for tnhe whole file F will be T{t). This residue is
also rapidiy computable. Namely, calculate r(t} = %" mod p(t) by any

of the rapid exoonentiation algorithms. Read PO in and compute PD(t)

in real-time. Compute P,{t), P {t)-r(t), r(t)z, and
1 1

Po(t) + ?1(t)-r(t), etc. The general step involves computation of

F.{t) and two multiplications modulu p(t) of k-1-dagree polynomials.

The latter multiplications require 1ittle time ccmpared fto the computation
of 'ﬁi(t). even if the straightforward methdd is used.

Formula (7) suggests howupdating of F(t) is done lccally. Assume

that F(t). »o{t). r(t) are securely stored and that page P, is to be

modified inte P'.. As P, is read in, the residue P,(t) s recomputed.

1 . i

Also compute ri{t) = pes (r{t) ,p), this again by any of the rapid
exponentiation alqgorithms.  After P'i is produced, compute ET;(t),
The updated fingerprint is

Fr(t) = Flt) + res (r,(2)(F, + F7.).p).

i

To illustrate the reliability of the security-check algorithm el us

i

W~

.



R A=

1
¢
|
{
%

work out an example rather than write general formuias.

Proposition. If a file F consists of a thousand pages each containing
up to 40C0 bytes (32,000 bits) and we use polynomials of degree 61.
then the probability of any unauthorized change in F to go undetected
is at most 2'46, i.e., completely negligible.
Proof. Assume that page P, was changed into page P;, let F(t)
denote, as before, the fingerprint (7 ) of the original file F and
let F'(t) denote the fingerprint of the modified file F'. The
change will be detected if F # F.

We have ae¢ F(t) = deg F'(t) = 32-10% 30 that
deg (F - F') < 32-106 < 225. If F(t) - F'(t) # 0 then it has at most

277/61 irreducible divisors of degree 61. Since there are 261/6!

irreducible polynomials of degree 61, the probability that for a randomly

chosen such p{t) we have F' =TF is at most (2‘5/61)/(26}/61) = 276,
Ramark. We can dispense with the assumption that the file F is a
sequence of numoered pages and consider F as a set Q= {Py,...,P ;I
of pages. We shail use two irreducible polynomials, p(t) of

degree  k and q(t) of degree k] > k. Denote by n(P) the sequence
of coefficient bits of res(P{t),p(t)). View n(Pj; as an integer,
then n(P) < 2k.

Define

o = 1 P i) = res (3(5) qt))s

Q](t) will be the fingerprint of Q. The cocaputation of. Q.i as well as

the updating follow tne previous pattern. The set formulation has the



further advantage that the fingerprint of the
disjoint files is simply Q](t) + Q'}(t).
mination of degrees k and K

¢ for a cnange to go undetected.

BIBLIOGRAPHY

1. Freivolds, R.
Irnformaticn Processing 77, Gilcarist, B.

2. Gaiil, 7. and J. Seiferas.
13th Annua? ACH STOC {1981), pp.

union

(ed.)

3. Heyrste in, I.N. Topics in Algebra, 2na Editicn.
Publishing, lLzxington, M&, 1578,
4. Karp, R.M. arc #.0. Rabin. Efficient randomized

glgovithms. vurmnted for publicaticn.

. hnrrwJ, J.o. and V.R. Pr
SIAM J. on Computing, Yol.

6. Rahin, M.D. Frobabilistic algorithms.
Recent Results and New Directions, J.F.
Press, New York, 1976, pp. Z1-40.

7. Rabin, M.0. Probabilistic algorithms in
on_ Computing, Vol.

In Algorithms

99JQ

of two

We omit the detailed deter-

] which will ensure a desired probabiiity

Probabilistic machines can use less running time.
, pp. 839-842.

Time-cpace optimal string matching.
106-113.
Xerox College

rattern-matching

ttern metching

323-350.

and Complexity,

‘.rauh \\.d /.

finite field

3 (1580), pp. 273-280.

Academic

SIAM J.

L




